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Abstract
We present a programming model and its embodiment
in a language implementation, for systems composed of
large numbers of failure-prone, resource-constrained ele-
ments, interconnected in error-prone networks.

The programming model enables partitioning without
replication, of applications, across multiple devices with
constrained memory resources. It permits programs to
specify the amount of error (value deviation) tolerable
in individual variables, as well as tolerable latencies and
erasures on communications. The value deviation con-
straints facilitate compile-time transformations for for-
ward error correction; these transformations enable the
value deviations in individual variables to be kept within
program-specified bounds, in the presence of an assumed
distribution of logic upsets in hardware. To account for
situations in which such assumptions may be violated,
language constructs enable the change of control-flow in
response to tolerance constraint violations. The language
model and implementation are targeted primarily at con-
current failure-prone embedded systems, such as sensor
networks.

1. Introduction
Programming languages for hardware with large amounts
of concurrency have been a topic of interest for many
decades, since the advent of multiprocessors. Program-
ming models and language implementations for such par-
allel systems have historically been concerned primar-
ily with performance. The communications between the
units of concurrency (processors) in these systems have
traditionally been required to be of high performance
(low latency), and to be free of both errors (e.g., val-
ues corrupted in transmission) and erasures (e.g., packets
wholly lost in transmission).

We are interested in this work, in systems compris-
ing multiple processing elements with severely constrained
memory and computation resources communicating through
a low-performance interconnection network, and in which
both the processing elements and their communications
are subject to high logic-upset rates, as illustrated in
Figure 1. These upsets might be the result of perma-
nent degradation of electric circuits, hostile operation
environments, simplistic/low power communication in-
terfaces, or a result of intermittent phenomena such as
α-particle hits. One example of such a system is a sensor
network comprising hundreds of low-power microcon-
trollers communicating over a noisy wireless channel. If
such a system is deployed in a high-altitude terrestrial,

aviation, or space environment, it will witness a signifi-
cant α-particle flux, which will result in a high logic-upset
rate. Aggressive supply voltage and process technology
scaling, will also increase the susceptibility of hardware
to such intermittent logic upsets or “soft errors”.

In the application domains of interest in this work,
the plurality of hardware resources, e.g., the hundreds of
nodes in a sensor network, are not employed to increase
performance in the sense in which multiple processors in
a multiprocessor or multicomputer are. Instead, the com-
pute resources are spatially distributed to locate them in
the environs of physical phenomena which they monitor,
and may perform in-situ processing on. When sensor sys-
tems are required to be embedded pervasively and un-
obtrusively in environments, advances in semiconductor
technology will be harnessed not to make them faster or
endow them with more memory, but rather to make them
smaller.

Today, such systems are programmed by implement-
ing the functionality at each individual node indepen-
dently [3, 8]. It is desirable to be able to program the
whole (possibly unreliable) network as a single compu-
tational device, with a single application partitioned for
execution on the hardware substrate. Recent research has
begun to approach this issue from the point of view of an
operating system [7], for networks of PDA-class systems.

An important observation to be made about many ap-
plication domains of interest in computing today, is that,
even when represented by integer values in programs,
their computations are often on values derived from, or
driving, analog signals in their environments; examples
of this include multimedia applications in workstations,
and sensor driven applications in embedded systems. In
portions of these applications, some amount of numeric
deviation of values may be tolerable. For example, vari-
ables representing values from a color sensor, or pixels
in a video frame, might incur small deviations from their
correct values without adversely affecting the results of
an algorithm (e.g., in an object tracking or image recog-
nition application). If such toleration of errors in individ-
ual variables can be explicitly encoded in programs, it is
possible to introduce error correcting schemes that trade-
off correction overhead for amount of value deviation that
may occur.

Programming languages are the interface between the
algorithms which are of interest to us, and the machine
model that executes them. When the abstractions ex-
posed in a programming model accurately reflect prop-
erties of interest in the underlying hardware, implemen-
tations of the model can be efficient (e.g., high perfor-
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Figure 1. Illustration of the motivating hardware platform of interest in this paper.

mance, low power) and expressive (i.e., pleasant to use by
programmers, easily expressing relevant idioms).

This paper introduces a programming model and its
implementation, in the form of a small programming lan-
guage, for systems comprising large numbers of failure-
prone elements with constrained resources. The program-
ming model and language implementation are intended
to facilitate three primary goals:

1. Partitioning without replication, of applications, in or-
der to fit the partitions in devices with very limited
memory constraints.

2. (a) Language constructs for specifying error, erasure
and latency tolerance constraints, and (b) constraint vi-
olation control-flow. This enables specification of the
distribution of numeric errors (deviations) tolerable
in individual program variables, and the change of
control-flow if these constraints are violated at run-
time.

3. Program transformations that tradeoff performance
and reliability of applications, in the presence of errors
and erasures in the underlying hardware.

These goals are of particular relevance in the target appli-
cation domain of highly resource-constrained embedded
systems.

2. The Programming Model
To enable partitioning without replication, programs
must be easily broken into distinct pieces that share
no state. This contrasts a single program multiple data
(SPMD) approach, where code is replicated on all devices
in the system. The reason for our interest in such pulver-
ization, is that, we want to be able to reason about algo-
rithms and applications as a single entity, in a high-level
language, and subsequently have that application auto-
matically split into a number of disjoint partitions. Each
such partition should be able to fit within the memory of
our target hardware platforms (of the order of 1KB), and
the collection of pieces should work together to imple-
ment the desired application, even in the presence of logic
upsets in their computations and in the communications
between them.

The programming model we developed to address
these goals is illustrated with the example in Figure 2.
Programs are made up of components which we refer to
as name generators. These can be thought of as analo-
gous to functions, in, say, the C programming language.
For example, Figure 2 illustrates an application with three
name generators, a, b and c. Unlike functions, which in-
teract by transfer of control- flow (function calls; func-
tion returns), name generators interact by communica-
tion. Identifiers in programs may represent variables or
channels on which blocking send and receive operations
may be performed. In this particular sense, name gen-
erators are similar to Hoare’s communicating sequential
processes (CSP). Section 6 discusses similarities of the
proposed model to existing programming models.

Each name generator loaded onto a device in a net-
work, makes visible on the network, an identifier which
we refer to as a name. These identifiers are analogous
to the identifiers representing functions in a program.
The collection of these identifiers is referred to as the
runtime name space. Executing applications may create
new identifiers in the runtime name space, with such new
names tied to variables or channels in programs. For ex-
ample, in Figure 2, name generator b exposes the chan-
nel ch and the variable y in the runtime name space, us-
ing the chan2name and var2name operators in the lan-
guage model. These new entries (or any other ones) in
the name space can be bound to channels in programs
via the name2chan operator. Channels in different name
generators bound in this manner to the same entry in the
runtime name space are effectively connected together.

When the name2chan operator is applied to names
which represent an implementation of a name generator
(such as a, b or c in the example), they cause the activa-
tion of a new instance of the name generator, with its own
stack / activation record. The channel obtained as the re-
sult of such a name2chan operation is a communication
path to that particular activation of the name generator.
Within each name generator, its identifier (e.g., a or b or
c in Figure 2) is a valid channel variable, and behaves just
as though the identifier were explicitly bound to a name
in the runtime name space via name2chan. Thus, when
read, it blocks until a matching write is performed on a
channel tied to the name generator’s identifier, by the en-
tity that caused the name generator to begin executing. It
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Figure 2. Organization of applications into name generators which interact via names in a runtime name space.

is in this manner that "callers" and "callee’s" are uniquely
linked. The main benefit of these and related constructs
in the language model, is to (1) enable the construction of
applications with constructs for modular programming
and (2) to make the sharing of state between these units
of modularity (name generators) explicit, and through a
structure that is a runtime entity. This is fundamental to
enabling breaking applications into disjoint partitions.

3. Error/erasure/latency tolerance
constraints

The programming model provides tolerance constraints
as part of the type annotation for identifiers (variables
and channels). These tolerance constraints may be con-
straints on error (value deviation), erasure (or lost com-
municated values) and latencies (on communication oper-
ations on channels). We have developed fundamental an-
alytic techniques to enable the transformation of the bit-
level layout of variables to satisfy the program-specified
constraints on tolerable value deviation [14]. These trans-
formations use as input the error-tolerance constraints,
along with compile-time assumptions about the environ-
ment in which the application will be deployed.

Because it is never possible to perfectly predict the dis-
tribution of upsets induced by a particular environment,
it is possible that the assumptions made about logic up-
sets in the deployment environment, used as inputs to an
analysis, may be overly optimistic. In such situations, the
transformed program may still violate the program-level
constraints, despite program transformations performed
at compile time to ensure otherwise. For this reason, the
language model includes the concept of tolerance viola-
tion control- flow. These are constructs that enable the
re-direction of control- flow, as a result of violations of
tolerance constraints. In the remainder of this paper, we
will discuss only the error-tolerance (and not the erasure-
or latency-tolerance) constraints in more detail.

We term the difference between the correct and erro-
neous values, as a result of logic upsets in computation
or communication, the error magnitude. The idea of the
error magnitude is illustrated in Figure 3. An error magni-
tude tolerance constraint on a variable in a program spec-
ifies the acceptable distribution of error magnitude (value
deviation) for that variable. For example, a plain English
specification of a simple constraint could be “ensure that

the error magnitude exceeds 2.0, at most one out of ev-
ery thousand times that the variable is read or written”.
As might be evident from Figure 3, satisfying such a con-
straint will depend on (1) knowledge of the probability
of logic upsets at each bit position, (2) knowledge of the
probability distribution of values taken on by program
variables1, and (3) a means for changing the bit-level lay-
out of variables (e.g., by adding redundancy), such that,
under known distributions of values, in the presence of
logic upsets, the constraints are met.

4. Example
To illustrate the ideas presented thus far, we present a
small example program in the language we are imple-
menting, M, that realizes a simple image processing algo-
rithm, edge detection. This specific example was chosen
because its variants are relevant across a variety of do-
mains, from their use in workstation-class applications
such as desktop publishing, to embedded applications
such as object recognition, object tracking and cluster
formation. Since the algorithm processes values obtained
from the environment (e.g., images), we can also use it as
a vehicle to demonstrate the role of language-level error
magnitude tolerance constraints.

1 EdgeDetect : progtype
2 {
3 READ : const true;
4 WRITE : const false;
5 img_row : namegen (bool, int,
6 byte epsilon(2.0, 0.01)):(byte);
7 init : namegen ():(args: list of string);
8 }
9

10
11 init =
12 {
13 x, y : int;
14 image : array [64] of chan of
15 (bool, int, byte epsilon(2.0, 0.01));
16
17 # Instantiate several name generators to hold dynamic
18 # data structures across devices on network
19 for (i := 0; i < 64; i++) {
20 image[i] = name2chan img_row "img_row" 4E-6;
21 out_image[i] = name2chan img_row "img_row" 4E-6;
22 }

1 For example, if all bits are always set (logic 1), and all logic
upsets are always 0 → 1 transitions, then all upsets will always
be masked, and the error (value deviation) will always be 0.
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Figure 3. Numeric error magnitude, the result of runtime errors and erasures on integer and floating point approximate
real values.

23
24 # Obtain a channel to a hardware image sensor device
25 # which implements a name generator in hardware.
26 sensor := name2chan S.imgsensor "mem@0xA0FF";
27
28 # Read in image from sensor
29 for (x = 0; x < 64; x++) {
30 for (y = 0; y < 64; y++) {
31 sensor <-= (x, y);
32 image[x] <-= (WRITE, y, <-sensor);
33 }
34 }
35
36 # Now, loop over image and perform convolution
37 for (x = 0; x < 64; x++) {
38 for (y = 0; y < 64; y++) {
39 matchseq {
40 y == 0 || y == 64 => sum = 0;
41 x == 0 || x == 64 => sum = 0;
42 }
43
44 # Core of loop elided for clarity.
45
46 # Write result pixels to output image
47 out_image[x] <-= (WRITE, y, 255 - sum);
48 }
49 }
50 }
51
52
53 img_row =
54 {
55 row := array [64] of byte;
56
57 for (;;) match {
58 <-img_row => {
59 (op, idx, val) := <-img_row;
60 match {
61 op == WRITE => row[idx] = val;
62 op == READ => img_row <-= row[idx];
63 }
64 }
65 }
66 }

Syntactically, programs are collections of implementa-
tions of name generators. Such a collection may imple-
ment a particular interface, called a program type. A pro-
gram type is a unit of modularity that defines a set of
types, constants, and name generators. The unit of com-
pilation of programs is a single program type and its
implementation. This single complete program input to
the compiler is used to generate one or more compiled
outputs, corresponding to the pieces of the partitioned
application. Partitioning at the level of name generators
is straightforward, since they share no state. Due to the
structure of the language, it is possible to further parti-
tion a single name generator further into smaller pieces.
The reason for this ease of partitioning is as follows: any
component of a program can be made visible in the run-
time name space through constructs provided in the pro-

gramming model; as a result, arbitrary cuts can be made
in the data-flow graph, projecting live variables at a given
point into the runtime name space, and projecting entries
from the runtime name space back into programs using a
complementary set of constructs.

The example above implements the Sobel edge detec-
tion algorithm. It begins with the program type defini-
tion, EdgeDetect, which declares two name generators,
img_row and init. In a system composed of multiple
hardware devices, each name generator definition (the
code representing the name generator) may reside on a
different device, as partitioned at compile time. When in-
stantiated, they execute concurrently.

The syntax of name generator declarations specify the
name generator’s read and write types. The read and
write types specify the type structure of their channel
interfaces when read from and written to respectively. In
the example, the img_row name generator’s read type
includes an error tolerance constraint, epsilon(2.0,
0.01). This specifies that the program can tolerate de-
viations in values communicated on the read interface,
from their correct values, of magnitude up to 2.0, occur-
ring with probability 0.01.

By convention, the name generator init is automat-
ically executed by the runtime system of the device on
which it is installed. In the init name generator, after
a handful of variable declarations, a for loop (with the
same syntax as in C) is used to create several instances
of the img_row name generator, via the name2chan con-
struct. The name2chan operator takes a name (string) and
a type, and if there exists an entry in the runtime with
an identical name and type, yields a channel. If the name
represents a name generator implementation, a new in-
stance of the name generator is created (i.e., with a pri-
vate stack), on the device on which the code exists, and
the channel will be a link to that instance. In the example,
the last term in the name2chan expression is a timeout in
seconds.

The implementation of the img_row name generator
defines an array corresponding to a row of an image, and
its remainder facilitates reading from and writing to this
array. As a result of the loop on line 19 of init, there
will be 64 rows of 64 pixels, each allocated on a (pos-
sibly different) device in the system. As a result of the
error tolerance constraint, the compiler may transform
the implementation of the program, based on information
known about the bit upset distributions on the network
connecting together hardware devices, as well as informa-
tion known about the typical distribution of values taken
on by variables of different types, to ensure that the con-
straint is met.



5. Implementation
We have implemented a preliminary version of a compiler
that translates programs written in M, into C programs.
Although we have developed the necessary analysis to en-
able them [14], we are still in the process of implement-
ing the program-level transformations to satisfy error-
tolerance constraints within the compiler infrastructure.

The compiler is implemented in a manner similar to
Niklaus Wirth’s Oberon compilers, using a hand-written
recursive descent parser to build an intermediate repre-
sentation (an abstract syntax tree [AST]). A subsequent
stage walks this in-memory representation to generate
ANSI C that can be fed to any C compiler. The compiler
can also generate detailed annotated graphs, in postscript
form, of its intermediate representation and internal data
structures. This aids debugging and extension of it’s im-
plementation immensely, and also facilitates understand-
ing the structure of input programs.

The decision to implement the compiler using a hand-
written parser instead of a Yacc-driven parser, influenced
the form of the language’s grammar, which had to be
ensured to be LL-1. However, a side effect common to all
LL-1 recursive-descent parsers is that they can generate
significantly better (from the user’s perspective) error
reports during compilation. We are exploiting this fact to
make the compilation framework as appealing to users of
the language as possible.

6. Related Research
There has been increasing recent interest in programming
models for taking advantage of increased (coarse-grained)
hardware parallelism. Transaction-level models for deal-
ing with hardware concurrency [5] are one such area, as
are the use of software transactions, which advocate a
technique for synchronization that is easier to use than
locks [4].

Our programming model is influenced by ideas from
models such as Hoare’s CSP [6] (channels), Actors [1]
(name generators are similar to Actors, and the use
of names is similar to Actor mail addresses), the π -
calculus [9] (names in our model are analogous names
in the π -calculus), Linda [2], and timed CSP [11].

The use of stochastic entities in our work is a depar-
ture from traditional uses of probability in programming
languages, where the component which is probabilistic is
the behavior of a computation or a composition of con-
current processes [13]. In this work, it is the values on
which computation is occurring that may have stochastic
error tolerance bounds — our inclusion of error-tolerance
constraints explicitly encoded in the type structure of
variables is a new direction of research. These constraints
are a key component of program transformation tech-
niques we have developed to enable application-specific
forward-error-correction at the level of program vari-
ables. Unlike software-based schemes for fault detec-
tion [10, 12], the goal of our analyses is to bound the
numeric magnitude of the deviations introduced by logic
upsets, with the bounds explicitly specified in programs.

7. Summary
This paper outlined a model of computation for failure-
prone, resource-constrained concurrent hardware, and its
implementation in a small programming language, M. The
model enables partitioning without replication, of appli-

cations, across multiple devices with constrained memory
resources. It enables programs to specify the value devia-
tion tolerable in individual variables, as well as tolerable
latencies and erasures on communications. These con-
straints, together with compile-time assumptions about
the logic upset distributions existent in the deployment
environment, are used as input to compile-time transfor-
mations to enable forward error correction. The language
model and implementation include constructs to enable
the re-direction of control-flow when the tolerance con-
straints are violated, due to, e.g., more severe logic upset
phenomena than assumed at compile-time.

The ideas presented in this paper are part of a larger
effort to build computationally-animate materials. To this
end, we have also developed hardware emulation envi-
ronments, hardware prototypes and analysis metrics for
quantifying the efficacy of systems in which performance,
power consumption, battery lifetime and reliability are all
of concern.
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